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Winlink 2000 is a system originally
developed over 15 vears ago for

recreational sailors to allow them to
access Internet email via their marine

radios, while out at sea, and was named
“sallmail”
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While Winlink 2000 lends itself well to
emergency communications, it can also be
used by Hams for many other purposes.

Each year a group of Hams travel to remote
South American regions, along with a
volunteer medical team, to provide the
doctors and nurses communications and
email back home.
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Lor recently received
the Atlantic Division
Technical Achievement
Lor Kutchins (W3QA) — Chester AW&F(}! fOl.' hIS man_y :
County RACES officer and EPAAEC.  contributions to Digital e e

. Each year the Interﬁ?ﬁfbﬁgﬁﬁg@%\m Serlce (IHS)

\sends medlcal delf}{@. R StHgkcal teamsItome:

An aerial view of
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IHS at Work

Some Dental Work

Family Checkup

New Glasses

Minor Surgery in the temporary O.R.
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Local Tower Climber

Nurse sending
email with an
xray attachment
to Mayo Clinic

Daily “net”
back to the
States —

Note the
Pactor TNC




> It's a robust wireless backup system for
Internet E-mail linking Radio to the Internet.

> It supports attachments, position reporting,
graphical and text weather bulletins in a
redundant, mirrored worldwide network

> It's highly adaptable for emergency
communications.

winlink! 2000 gs




> Emaill can be sent to and from Radio users
or regular everyday Internet addresses.

> It can automatically switch from normal

“wired” Internet connection to a radio
connection via VHF or HF.

> It can be used in either mobile or fixed
operations
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It Is the fastest most dependable, transparent
backup e-mail network that bridges any
distance, when the normal Internet connection
IS “broken”

...It's Email via Ham Radio !!!
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E-maill Is “universal” and has become the
standard method for fast written communications
for all of us.

oIt Is used extensively by individuals, government
agencies, and organizations like the Red Cross
and Salvation Army, replacing other means like
Telegrams and Telex messages.
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Served Agencies rely on e-mail

mBetween different Agencies

mBetween an Agency and the Field @ﬂ[@@
mBetween an Agency to multi-points @@m
mBetween Agencies and anywhere!




Normal E-mail requires an Internet Connection

| can’t
receive the send the
list of request for

donors

Are the
phone
lines

down?

happened
to my
connection?

If a disaster strikes, and a community’s “Last Mile”
Internet link is broken, or the agency email server is
down, then normal email cannot flow.




The “Last Mile” is an important concept!

The “Last Mile” is the path across an area
where conventional communications have
been disrupted or overloaded by an incident.




*Winlink can provide e-mail to served agencies:

»Using their existing e-mail programs,

»With minimal or no additional training,

»On their own computers in their own offices,

»With no additional software installed on their computer,

»From inside a disaster area, and without normal e-mail
servers or Internet connection.

» |t doesn’'t add to the stress or learning curve when in an
emergency situation
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» It works with familiar e-mail software like Outlook,
Eudora, Netscape, Lotus, Thunderbird, etc.

» Anyone can use their current address book and a spell-

checker

» They can send to multiple recipients (to:, cc:) and use
attachments

» It works with multiple computers on a LAN with no
additional user software, without compromising security
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Unfortunately, in today’s World, we cannot predict the frequency, size, nature
or location of our disaster areas! We be must prepared, Globally.

Local? Global?

Regional?
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Traditional Role

of Amateur Radio support

> Report health and welfare of affected public

» Voice communications among served agencies (EOC's,
hospitals, shelters, and incident command.)

Site tactical support — Incident Command, search and
rescue, damage and storm reporting (SKYWARN).

Hand the microphone to the served agencies whose radio
Isn’t working

~ormal, structured written emergency traffic handling

But, our traditional methods fail for message
handling in today’s agencies




> Voice, Morse code, Radiograms, and traditional
Packet radio won't do...

o way too slow, translation required, inflexible, prone

to error, no permanent record, not self-originating,
not point-to-multipoint.

o doesn’t go end-to-end from user-to-user on their own
computers in their own offices & no attachments and
no automatic distribution..
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Since the Advent of e-mail

o There is a need for delivering written procedures,
lists, graphics, images, etc. in the documents to
multiple recipients!

o Multiple recipient e-mail with attachments is the de
facto standard to carry written information.

o Hand-written message forms are seldom used, and
are not transparent to normal operations!
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E-MWIhlMikA2BOM RADIO

...do Hams do that?
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HF long-haul
PMBO Internet
Gateway

The Winlink 2000 Network

Full-time (redundant) Central Mail Servers (CMS)

VHF/UHF
regional Paclink
email Client

HF long-haul
Airmail email
Client

VHF/UHF
regional Telpac
Internet Gateway




Winlink 2000

Does it look

...Complicated?
Confusing??

Intimidating???
But, it is really straight forward when we break it
down into its basic components for the local
Amateur wanting to get involved

*VVHF/UHF using Paclink or Airmail
*VVHF/UHF RMS Internet Gateways

L ong Range High Frequency with Airmail




> Paclink is a “user” program installed on a local Ham’s
computer to allow them to send and receive email via the
Internet or by using VHF/UHF packet communications,
usually connecting to a remote RMS station.

Paclink is an email server acting like your local ISP

connecting via the Internet or over Radio to transfer malil
using Outlook, Endura, Thunderbird, Netscape, or other
emaill clients.

A single Paclink server can host multiple other
computers on an agency LAN.

Paclink will automatically switch from an Internet
connection to a Radio connection upon detecting that the

Internet is down..
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> Airmail is also a “user” program used primarily for a
connection to an HF radio participating station, using
PACTOR.

» However, it can also be used for VHF/UHF Packet.

» Airmail also has an option for a direct Internet connection
similar to Paclink.

> Airmail also contains position reporting, weather faxing,
and a propagation predictor showing each of the
participating PMBQO'’s throughout the Globe.
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> Since VHF/UHF is basically line-of-site, Paclink stations
typically connect to dedicated 24/7 RMS Gateway stations
strategically located within a county or local area

RMS stands for Radio Message Server, and is a “host”
program on a remote PC that bridges the gap from that
“Last Mile" to the wired Internet connection.

It allows VHF/UHF packet users to access regular Internet
email from a basic radio connection.

It is simple to setup, and acts muck like a regular packet
or APRS digipeater, but “relays” the radio signal to an
Internet email server, and is ideal for a temporary
emergency setup at an unattended remote location.
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What Equipment and

Software Is needed?
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Basic VHF/UHF Winlink E-mail setup

Paclink Requirements:

Software: Hardware:

 Microsoft NET framework 1.1  VHF Radio

* AGWPE Packet Engine Driver e TNC modem or Internal

e Paclink Radio TNC

« Windows 2000 or XP, Vista, & » PC (Preferably a Laptop)
Windows 7 & 8

You can also use Airmail with VHF

But is not as user friendly to employees or volunteers at the
various served agency
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What is required for HF Pactor?

Airmail Requirements: Hardware:

Software: « HF Radio
e Airmail Software e Pactor capable HF TNC
 Windows 98, ME, 2000, Vista, or « HF Antenna and perhaps Tuner

Windows 7 e Personal Computer

Pactor 3 or 2is highly recommended over Pactor 1

An 80 kb file on Pactor 1 transfers in approx. 80 mins. — On Pactor 3, it
IS only 5-7 mins.

The HF software is free — but the Pactor Modems can get very

expensive
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Basic VHF/UHF RMS setup

RMS Requirements:

Software: Hardware:
« AGWPE Packet Engine Driver  VHF Radio

e RMS Software e TNC modem

 Windows 98, ME, 2000 or XP,  PC -- at Home or Agency
Windows 7 & 8

There is nothing special about a RMS. Itis a
basic packet radio station running 24/7 with an
Internet connection — either full-time or dial-up.
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And how does It all

come together?
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A Basic Paclink e-mail Station

A typical ham radio
“Last Mile” e-mail
station is basically
composed of three
simple components
operating on VHF/UHF.

e TR r—

The software is free /
and most Amateur _
-~

Radio stations
already have these

available, so cost is _
minimal or none.. Laptop for a Portable Station.

A VHF or UHF Radio and
a Good Antenna

A basic Packet Radio
Modem (TNC.) or
Radio with internal

] —=

Or a Desktop for an agency




The RMS client typically routes email
messages To and From a RMS gateway

e

© RS Packet: KLZJFT-10

A RMS Relay - KLZJFT-10
File  Yiew Logs  Help

The RMS software is basically a program that waits for
a RF packet connection, and then sends and receives
email to and from that RF station by a direct
connection to the Internet. It runs automatically and
unattended.




Bridging the “Last Mile” vig RMS

To send or receive
email, this station
within the “Last Mile”
could connect to a
nearby RMS gateway.

The RMS gateway has
a full time 24/7
dedicated Internet
connection to a
PMBO server.

VHF/UHF regional
Paclink email Client

VHF/UHF regional

RMS Internet

Gateway




Connecting to the Agency LAN
Y

All the computers
within the agency can
use their existing
Local Area Network to
tie into the Paclink

client server. VHF/UHF
regional Paclink
email Client

VHF/UHF
regional RMS
Internet Gateway




What if no Regional RMS is available?

If the local area is
completely cut off, then
communications can
switch to distant High
Frequency stations.

The VHF components are
replaced with HF running
Pactor protocol.

There are currently 25

full-time stations in the
U.S. with more around

the world.

In this case, the
software used on
the PCis a program
named Airmail.

=\

e

VHF/UHF
regional Paclink
email Client

HF Long-Haul
Airmail email
Client

HF Long-Haul
PMBO Internet
Gateway

VHF/UHF
regional RMS
Internet Gateway




So now let's go back and look at the

network again, and see how these
components all fit together
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The Winlink 2000 Network

Full-time (redundant) Central Mail Servers (CMS)

HF PMBO's

O

VHF RMS

HF long-haul

PMBO Internet VHF & Paclink

Gateway

=

O

HF & Airmail

VHF/UHF
regional RMS

VHE/UHE Internet Gateway

regional Paclink
email Client

HF long-haul
Airmail email
Client




It has been supporting emergency communications
worldwide with > 99% avallability for seven years.

Over 50 Amateur Radio EmComm Participating locations
(PMBQOs) with 25 in USA. Many locations contain multiple
stations.

There are approximately 9,500 radio users and
approximately 98,000 Internet email recipients.

Monthly traffic averages over 150,000 messages or
280,000 minutes.

Over 300 VHF/UHF Active RMS Gateways In operation,




The ARRL is implementing
a National Plan

In cooperation with its partnership with Homeland Security,
and at their recommendation, the ARRL Board has agreed
to provide a nationwide digital system to enhance the
communications capability of the Amateur Radio
Emergency Service (ARES®).

There are situations, the Board said, when ARES® "must
have the capability to pass digital traffic across the nation
quickly and accurately.”

It must also be transparent, seamless,end-to-end, and take
only minutes from origination to destination.
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(Mar. 2, 2006) The Army Military Auxiliary
Radio System (MARS) announced that they
have implemented Winlink 2000 as a new
Global Network which can tie to the Canadian
system CFARS.

They expect it will provide interconnection from
within their own network and other local and
regional agencies served by Amateur Radio
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New Mexico &
Tennessee Grants

(Mar. 24, 2006)...New Mexico allocated
$500,000 to design, construct and install a
statewide Amateur Radio emergency

communications network, as well as Tennessee
In 2008.

Plans call for interlinked VHF and UHF
repeaters to handle both Voice and Digital
communication including Winlink
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Harris County (Houston,) Texas. “A mature system.”
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o Learn to use Airmail and Paclink.

« Help deploy local RMS gateways
throughout Alaska.

« Help deploy mobile Paclink & fixed
Paclink LANSs In places where it will be of
value during an emergency.

o Consider self-powered, mobile or fixed
Airmail, long-range HF Stations.
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Devise A Plan

Set up a strateqy and a time-line for each task.
o Coordinate efforts with the EC’s, SEC’s, DECs, SM.

o Ask other ARES® communities for assistance.

o Involve and commit the end-user. They are the one’s to
benefit!

> Implement the plan in stages.

> Test It, Test It,.....and Test it again.
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We can keep Agencies connected without
an immediate Internet connection.

Let’'s make EmComm as easy & transparent
as possible for those who need it during an
emergency situation.
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Winlink 2000 is a proven, existing, operational, dependable,
redundant, secure, reliable Amateur radio email messaging

network that is being made available to the ARES® & RACES
communities.
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Paclink Screen Shot

Paclink AGW

File Connect Disconnect Log

Tupe H for Help, | for Info.

B 3w DE W3EDC »

“[Paclink-1.2 3HO0B 2FIHM$]

" wIEOC DE Wl ATC
“FCEM UWILUWPSTRYE 136120
F3 19

F5Y

“* Sending B39 bytes.

FF

Fi
“ Telnet link disconnected
Seszion Stats: 726 bytes Sent; 0 bytes Feceived

File Edit ‘“iew Tools Message Help  SpamKiller
¥ . & w L X
Create .., Reply Reply all - Forward Print Delete Send/Recy Addresses

% Inbox

> . @

Find Sparmkiller

Falders
E:{I Outlook Express ¥ c@rame et Tepac hode
| B@ Local Folders (Y SERVICE@winlink.org  User MNotice
=8 Inbox (1) EYSERVICE@winlink.org  Position Report Acknowledgement
452 SpamKiller (Y SERVICE@winlink.org  User MNotice

Received  ©

/ 16 11:0..,
/26,2006 Sodem.
3f12/2006 523
/82006 9:09 ...

- Outhax
B Sent Items
{7 Deleted Items (3}

From: bcs-inc@comcast.net To: WB3W@winlink.arg Co: WALELA@ARRLMET
Subject: Tepac node

- Drafts Tam AEC m Berks County and want to establish a telpac node in Western

Betks to serve Lebanon, Lancaster and some of Schuylkdll counties.

Can you call me? 610-673-0353, or work with me over the e-madl, or
direct me to techmeal mformation T will need to establish a telpac
Contacts ~ node for Winlink T lenew you just got your aystetn up and running this

[Phes-inc@cormcast.net past fall
@WA 1ELA@ARRL NET

Wy 73, and thank vou for vour assistance

Packlink AGW
communication
module

Packlink
PostOffice
Email Server

Regular
MS Outlook Express
Email program




Airmail Main Screen
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5 Express 1.2.23.0 - KA o]
v Files Message Attschments McveTo:  Saved terrs v Delete OpenSession:  \Winmer P2P v| Locs  Help
B EHS ®»> @

Date,/Time w Message ID Size Source Sender Recipient Subject

Readltens
Outbax
Sentliems
Seved ltlems
Dreleted llems
Drafts

Peasnidl Puldess

EXPRESS
Main
Screen

o RMS Express 1.2.22.0 - KB10KX
KB 10KX v Fles Message Alfachmens  MoveTo: lSavedItems vl Delete  Open Session: ||
DEE6IE T ELIHS >0
No active session..

| DaeMme | MessoelD | See |Soue | Sender  Recipient

Read llems
Oubox

Sent fiems
oaved tems
Deleted ltems

Orafts

Persondl Folders |

Figure 1 — Main Window




Enter a new message i =101 =1

Close Select Template Attachments Post to Outbox Save in Drafts Folder Spell Check

From: |KB1OKX =1 t.'h WnlinkMes:ag?‘:' Peerto-Peer Message ™ Reguest read receipl
[KAaIMa:

To:
Ll | I

RMS
EXPRESS Subject: [OUTAGE REPORT AND ICS-213 ATTACHMENT

Astach: | [NH_EarthQuake_Repont_from_7-8-2011.213;
Msg & THIS IS A DRILL =]
SEE ATTACHED ICS-213 FOR DELIVERY TC EOCC

Transmit |=
Screens [

Figure 3 — Message Form

:::: Winmor Peer-to-Peer Session - KB10KX

Bt Setup Switch to Winlink Session  Channel Selection Bestchan, Nextchan, ShowTNC  Start Stop  Abort
NOH | centerFreq. (s | 358300 | lfeg. o | 3592000 | Beang: | | cualty: | ]

Favorites; [NICKM @ 3583.500

A

Select  Add to favorites  Remove from favorites

Channel Free In:0/0 Out: 0/0 BPM: 00 Disconnected/Listening

= Ready A

Figure 8
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